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Token bucket, sliding window, adaptive limits. How to implement rate limiting that stops abuse without
punishing your users, with examples for Traefik, Nginx, and application-level throttling.

Y | Yash Pritwani
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r.expire (window_key, window_seconds)
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def sliding window_counter_check (client_id: str, limit: int, window_seconds: int) -> bool:
r = redis.Redis ()
now = time.time ()
current_window = int (now // window_seconds)
previous_window = current_window 1
weight = 1 - ((now % window_seconds) / window_seconds)
prev_count int (r.get (f"ratelimit:swc:{client_id}: {previous_window}") or 0)
curr_count = int (r.get (f"ratelimit:swc:{client_id}:{current_window}") or O0)
estimated_count = (prev_count * weight) + curr_count
if estimated_count >= limit:
return False
pipe = r.pipeline()
pipe.incr (f"ratelimit:swc: {client_id}:{current_window}")
pipe.expire (f"ratelimit:swc:{client_id}:{current_window}", window_seconds * 2)
pipe.execute ()

return True
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def token_bucket_check (client_id: str, capacity: int, refill_rate: float) —-> bool:
r = redis.Redis ()
key = f"ratelimit:tb:{client_id}"
now = time.time ()
lua_script = """
local key = KEYS[1]
local capacity = tonumber (ARGV[1])
local refill_rate = tonumber (ARGV[2])
local now = tonumber (ARGV[3])

local data = redis.call ("HMGET", key, "tokens", "last_refill")

local tokens = tonumber (data[l]) or capacity

local ast_refill = tonumber (data[2]) or now

local elapsed = now last_refill

local new_tokens = math.min (capacity, tokens + (elapsed * refill_ rate))

if new_tokens < 1 then return 0 end
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http:
middlewares:
api-ratelimit:
rateLimit:
average: 100
period: 1lm
burst: 50
sourceCriterion:
ipStrategy:

depth: 1

routers:
api-router:
rule: "Host (" api.example.com’
middlewares:
— api-ratelimit

service: api-service
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services:
api:
image: your—api:latest
labels:
— "traefik.http.middlewares.api-ratelimit.ratelimit.average=100"
"traefik.http.middlewares.api-ratelimit.ratelimit.period=1m"

— "traefik.http.middlewares.api-ratelimit.ratelimit.burst=20"

http {
limit_req_zone S$Sbinary_remote_addr zone=per_ip:10m rate=10r/s;
limit_req zone S$http_x_api_key zone=per_key:10m rate=100r/m;

limit_req status 429;

server {
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location /api/
TE Techsala'sitfreq zone=per_ip burst=20 nodelay;
limit_reqg zone=per_key burst=50;
proxy_pass http://backend;
}
error_page 429 (@rate_limited;
location @rate_limited

add_header Retry-After 60 always;

return 429 '{"error": "Rate limit exceeded"}';

from redis.sentinel import Sentinel
sentinel = Sentinel ([ ("sentinell", 26379), ("sentinel2", 26379)]

master = sentinel.master_for ("mymaster", socket_timeout=0.1)

Free Cloud Architecture Checklist Download the Checklist

A 47-point checklist covering security, scalability, cost optimization, and disaster recovery
for production cloud environments.

import psutil

class AdaptiveLimits:
def _ init__ (self, base_limit=100) :

self.base_limit = base_limit

def get_current_limit (self) —-> int:
load = max (psutil.cpu_percent (interval=0.1), psutil.virtual_memory () .percent) / 100
if load >= 0.95:
return max (10, int (self.base_limit * 0.3))

elif load >= 0.80:
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TechSaa$S provides expert consulting and managed services for cloud infrastructure, DevOps, and AI/ML
operations.
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